Transmission of O-band wavelength-division-multiplexed heralded photons over a noise-corrupted optical fiber channel.
We transmitted O-band heralded photons over 10 km of optical fiber in a proof-of-concept experiment demonstrating the feasibility of using heralded photons to improve the noise tolerance of quantum key distribution. In our experiment, the optical fiber channel was corrupted by noise photons to the extent that if we had used an attenuated laser as the photon source, a photon signal-to-noise ratio of < 4.0 at the receiver, corresponding to a quantum bit-error rate of > 10.0%, would have prevented the effective generation of secure keys. Using a photon heralding scheme, the photon signal-to-noise ratio in our experiment was shown to be > 7.8. This corresponds to a quantum bit-error rate of < 5.7%, which is good enough for distilling secure keys. In addition, we showed that it is possible to incorporate wavelength-division-multiplexing into the photon heralding scheme to improve overall key rate. We discussed and clarified the prospects and limitations of the photon heralding scheme for noise-tolerant quantum key distribution.